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Security Analysis of Android Application—
a Case Study of Juiker Instant Messaging Software
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ABSTRACT

With the popularization of smartphones, the open source Android still dominated all the operating systems, which leads
to the rapid growth of Android apps. Instant messaging could be exchanged online via mobile devices and cloud-related
apps so that information could be accessed and shared anytime and anywhere. Under the circumstance that internet and
mobile communications are booming, the instant messaging service has gradually become a common way of
communication. The issue of information security is highly emphasized. However, while using the instant messaging
software, privacy and confidential have been leaked intentionally or unintentionally. In addition, for the design
consideration of software and hardware on smartphones, the information security of Android application has been an
emerging event. In the study, we adopt the method of packet capture to collect the packets of Juiker data transmission
and go further to find out Juiker’s security weakness by packet analysis. This study, based on the methodology of packet
capture and analysis, aims to apply the security analysis to Android applications for examining whether the apps are

safe enough to protect the confidential information from exposing to network pockets.
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USB 4 4% #i-5"

Connectify
Hotspot

Biddie.
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Root access
Apps only

oE

USB {55
JE 1 USB BSIE A\ 818 L

ADB over network

Enable TCP/IP debugging over
network interfaces (Wi-Fi, USB
networks). This setting is reset on
reboot

USB debugging notify

Display a notification when USB
debugging is connected

Device hostname
android-fe678ff8cf10fele
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1

& Fiddler Setup: Installation Folder = B 3]

'3’0 Select the directory to install Fiddler:

(1]

Destination Folder

Space required: 3.7MB
Space available: 30.9GB y

Cancel <Bad<___J
B b % % Fiddler #c4¥

Install

M Vireshark-Download
CIEM O BB vireshark org/download i
[ Google @!Vaho 12 & F7AE (5 Senices|Sa WiresharkM

3y h8ER IREEARARE? ‘ﬂ Isalin Cnpite ‘ l

Setup was completed successfly,

ESQ

Download Wireshark

Completed
The current stable release of Wireshark is 1.1 e
release (1.11.2) and documentation.
Qutput folder: C:\Program Fies |Wireshark +

Extract: capinfos.exe

Extract: capinfos.himl

Qutput folder: C:\Program Fies |Wireshark

Extract: awshark exe

Exract: rawshark.hinl

Qutput folder: C:\Program Fies |Wireshark

Extract; user-guide.cm.., 100%

Exerute: 'C:|Windowslsystem3? eint xe” ClearlconCache

Windows U3 (32-bit) Completed m

Stable Release (1.10.)

X Windows Installer (64-bit)

Windows Installer (32-bif)

Windows PortableApps (32-0if)

05.10.6 and later Intel 64-bit <Eak

05X 105 and later Intel 32-bit .dris

B 6 % % wireshark #c 4
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Fiddler Options =

| General | HTTPS |Connechons I Gateway I Appearance | Extensions. | Tools ‘

Fiddleris ableto decrypt HTTPS sessions by re-signingtrafficusing self-generated certificates.

Capture HTTPS CONMECTs

Certificates generated using

@ . Fiddler.DefaultCertificateProvider
Decrypt HTTPS traffic

[.Hﬁomal.lpmcems V]

Ignore server certificate errars {unsafe)

[#] Check for certificate revocation

Enabled Pratocols: ssl3;tls10

Learn about decryption and certificate errars...

Export Root Certificate to Desktop Remove Interception Certificates

Help Note: Changes may nottake effect until Fiddleris restarted.

Bl 8 4+ ¢ #5 # 2 1 : HTTPS % %

Fiddler Options el

General | HTTPS | Connections | cateway | Appearance | Extensions | Tools |

Fiddler can debug traffic from any application that accepts a HTTP Proxy. All WinINET traffic is routed
through Fiddler when "File > Capture Traffic" is checked.

Learn more...
Fiddlerlistensonport: 8888 Act as system proxy on startup

Use PAC Seript

Copy Browser Proxy Configuration URL Monitor all connections

Capture FTP requests

llow remate computers to connect

DefaultLAN
V| HAES

Bypass Fiddler for URLs that startwith:
<-oopback>; -

Reuse server connections

Help Note: Changes may not take effectuntil Fiddleris restarted.
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192.168.209.1:8888

Fiddler Echo Service =56

GET / HTTP/1.1

Host: 192.168.209.1: ms

Connection: keep-a

Accept: text/htnl, anplx(anon/thl'xml application/xnl;q=0.9, inage/webp, */*; =0

User-Agent: Wozilla/5.0 (X11; Linux x86_64) ApplewebKit/534.24 (KHTL, hke Ge:kn) Chrome/33.0.0.0 Safari/s34.24
Accept-Encoding: gzip,deflate

Accept-Language: zh-TH, en-US;q=0.8

ONT: 1
X-Requested-With: con.htc.sense.browser

This page returned a HTTP/200 response

« To configure Fiddler as a reverse proxy Instead of seeing this page, see Reverse Proxy Setup
* You can download the FiddlerRoot certificate
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M ~Ethemet (out) - o x

Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dn e lARBRe»=R g5 El@AQH

W] ply & disply filler = <Cirk > 0 - Bgeson- +
Yo Tine Souee Destinton Pobiol  Lengh Info A
16 12.910287 192.168.8.1 192.168.0.10 SSDP 452 HTTP/1.1 280 0K
1713.928324  192.168.0.10 192.168.1.1 uoP 52 56457+3800 Len-10 "
< >

> Frame 17: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) on interface 8

> Ethernet 1T, Src: AsustekC_bd:@a:6a (ac:9e:17:b4:0a:6a), Dst: HitronTe_b9:23:b2 (78:8d:f7:b9:23:b2)
» Internet Protocol Version 4, Src: 192.168.0.19, Dst: 192.168.1.1

» User Datagram Protocol, Src Port: 56457, Dst Port: 3000

» Data (1@ bytes)

0000 78 8d 7 b9 23 b2 ac 9e 17 b4 Ba 6a 83 00 45 00
0010 98 26 6c 80 60 00 89 11 00 00 c@ a8 00 Pa <@ a8
9020 @1 61 dc 89 6b b8 00 12 82 7f ASRLRINT LN

g3

© 7 Bybs42-51: Dt (et dt) || Packets L7 Disglayed: 17 (100.0%) || Profile: Defoul
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Jcomplete search?dients...
fspp_query/

Jgen_204%v=38swwebhp...

v Julker.net: 44

[folder [getalichangeseq/

e, oashytcs.com:

ystorage.co.
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§B 43 30 31 33 5D 09 54 4C 53 31 SF 43 4B SF 45 43 44 48 45 SF 52 §3 41 SF 67 49 [C013).TLS) CK ECDHE RSA WI A
§4 48 SF 41 45 63 SF 31 32 38 SF 43 42 43 SF 53 4@ 41 0D OR 03 6B 43 30 31 34 S0 TR AES 128 C!C SE. . (0]
09 54 4C 53 31 F 43 4B SF 45 43 44 48 45 SF 52 63 41 SF 57 49 54 48 6F 41 45 83 ﬂ.ﬂ CK ICDE! RSA_WITE AES
SF 32 35 36 SF 43 42 43 SF 53 48 41 0D OA 05 53 30 30 33 33 6D 09 54 4C 53 5F 44 256 CSC SH. . 0033) TLS 0
48 45 SF 52 53 41 SF 57 49 54 46 SF 41 45 53 SF 31 32 38 SF 53 46 41 0D 0K 03 5B Il RSA Ilﬂ ALS_126 SEA...[
30 30 33 33 5D 03 54 4C 53 SF 44 48 45 SF 52 53 1 SF 67 49 §4 48 SF 41 45 §3 SF WB] TLS Dﬂl RSA VI]’H AES_
32 35 36 SF 53 48 41 0D OA 03 §B 30 30 33 32 §D 09 54 4C 53 SF 44 48 45 SF 44 63 266 SEA.. [00!1] I’LS m 18
§3 SF §7 49 54 48 SF 41 45 53 SF 31 32 38 5F §3 48 41 0D 0A 09 6B 30 30 33 38 6D  § _WITH_AES 128 SEA.. - (0038]
09 54 4C 63 6F 44 48 45 6F 44 53 53 6F 67 49 54 46 6F 41 45 53 6F 32 35 36 SF 63 ,TLS_DHE DSS WITH AES 266§
48 41 0D OR 09 5B 43 30 30 37 5D 09 54 4C 53 57 45 43 44 48 45 6F 45 43 44 53 41 EM..,(C007),TLS_ECDEE_ECDSA
SF §7 49 54 48 SF 52 43 34 57 31 32 38 SF 53 « 41 00 0h 03 SB 43 30 SLil Sb 0$ _WITH RC4_12¢ SEA...(COM1).
5( 4C 53 SF 45 43 44 4 45 5! 52 §3 (l f TLS_ECDHE_RSA WITH RC4_128_
' k..., (009C). LS RSA WITH
£5_128_GCM_SEA256.. . (003D).
m DSA WITH | AES 256 GOM SH
M. 10028]. TLS RSI A!S i
28 SHA, .. [0035), YLS m AL
ZE‘ SHA... (0005]. SSL RSA L]
m R4 _128_SHA. . (00T TL
§_THOTY RENEGOTIATION THFO_
SCSV.,..Compression: ..(00].
§0_COMPRESSION..... v

1866 [0x749] ofbody - 275 [0x13]bytes seected Readorly

GetSyntaxView | Transformer | Headsrs | Teatiew | ImageView |[Hextiew | Webliew | Auth | Cachng | Cookes | Raw | XON | ML

48 54 54 50 2F 31 28 31 20 32 30 30 20 43 6F GE 6E €5 €3 74 €9 €F €2 20 45 73 74 HITR/L.1 200 Conn
€1 62 €C €373 €8 €5 64 OD OA 46 69 64 64 6C €5 72 47 €1 74 €5 77 €1 79 3K 20 44 ablished. Fiddlexf
36 6972 65 6374 0D OA 83 74 6172 74 S4 69 €D €S M 20 31 36 I I3 0 N B0 33 2L irect.. 2e: 16:
41 31 37 0D OX 43 6F €R €R €8 63 74 €9 6F 62 3X 20 £3 6C 6F 73 €5 0D OA 0D OX 117. Connection: close
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278 34.191954 228.229.225.86 100, 85.216. 118 TiS¥l.2 375 Agplication Data
79 34,0548 massE T 68 603485220 K] SeqeL182 Acke6379 Win=G5515 Len-d TSval=2i5104 Tsecr=4S0B81ALS
80 34,1950 WK TS 559 pliation bt
331285 WBUGLE TP 6 443437561 (K] Seqe4255 Ack-305 Min-166H4 Lend Toval-M9164368 Toecr-275301
FoETRE ] NS5 T2 S Application Data
5 32817 BOB.6AE TP 143 [TCP seguent of & reassentled POU] =
284 34,2616 B.U6AE TS 33 Aoplication Data
5 34261467 JURCR KE O 68 3613 [AX] Seqe535 Ack-388 Mine110880 Lend Tval=275343 Tsecrm3iS16eeed
285 34. 281589 ! 100, 85.216.118 e 1436 [TCP seguent of 2 reassesbled POU
287 34.281556 173.198.72.138 100, 85.216.118 TiSvl.2 748 dpplication Data[TCP seguent of 2 resssenbled POU]

26834281643 199.85.116.118 173.194.72.138 L 68 37661443 [ADK] Seqe395 Ack=T937 Min=115M12 Len= TSwal=21534] TSecr-909158488

MMM ATA0472038 102.85.216.118 TiSvl.2 143 Application Data[TCP segment of a reassenbled POU]

PO 171213 108526005 TLSL2 1436 Application DatalTCP segaent of 2 reassenbled PU]

B1MWS 1856118 JURERBE S (] 68 J76614403 [ATK] Seq<355 Ack=10673 Kine121680 Lened TSyale275343 TSecr-B0151488
14 al P of 2 reas

Cigher Suite: TLS_ORE_iSh WITH AES_256_GCM_SAAdo (nd07) "
Cigher Suite: TLS_ECOHE_ECDSA MITH_AES 128 C3C 54 (Rcllh)
Cigher Suite: TLS_ECHE_FCDSA MITH_AES 256 C50_SHA (Recila)

Cipher Suite: TLS_FCOHE_RSA NITH_AES_L28_CAC_SHA. (Backl3)

Cipher Suite: TLS_ ECIHE FSA WITH AES 256 CBC_SHA (Buckd) ¥
35 30 45 b6 16 03 6100 b0 01 09 0 ac 03 @3 66 GOE.
TREkIBDN kBN AD2R x
00843207 Jevl 0655 91812 26020
0028 ch bl e O 26 cf 38 80 %e DR 9F B 09
B B Bach13cB100833 9839 B oo 11 GO
L 054 B0 2f 09 3500 05 00 £ 01 00 B0 S 00 W
QMBI WO Bl ML TS T
T2 79 2e 63 6F 60 00 17 00 00 00 11 0 00 0 0
6616 00 10 96 91 06 B3 85 6L 95 63 B4 61 84
63813 03 82 61 62 3 0 10 00 o DA 69 88 65
L 474 70 2 31 20 3100 B0 00 02 0100 00 8 02 ttp/l..

P BWERDTREWR B

07 baiaus | b 110 Do 12 0008 Lo 0071 P Pkt
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o 72 002336243 [PSH, AK) Sex-21941 k49T Min-15672 Len TSual 648136015 TSecr-a45827
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B 19 wireshark ~ #7 Skype % % #
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136 25.766960  106.108.227.39
13125.772988  216.61.248.59

131 78 TTIcen 108 188 337 30 218 &1 o
b Transmission Control Protocel, Src Port: hitp (88) Content Type | Sire | Fllerame
»[9 Reassembled TCP Segnents (11694 bytes): #115(1§| 57 imagefjpeg  26kB T90x0.w
110 dl.stickershop.line.naverjp image/png  11kB 32863.png
131 dlprofile line.naver.jp imagefjpeg  11k8 preview

Packetnum Hostname

dl.os.line.naver,jp

Content-Type: inage/jpeg\r\n
»Content-Length: 11446\r\n
Expires: Thu, 21 Aug 2014 12:58:01 GMT\r\n
Cache-Control: max-age=16368088\r\n
Last-Modified: Sat, 22 Feb 2014 12:30:81 GMT\r\n
Date: Mon, 24 Feb 2814 89:54:43 GHT\r\n
Connection: keep-alive\rin
\rin
[HTTP response 1/1]
[Time since request: ©.448739889 seconds]
Request in frane: 94
w JPEG File Interchange Format
Marker: Start of Image (6xffdg)
wMarker segment: Reserved for application segment!
»Harker segment: Define quantization table(s) (6
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Host: ver.jp\rin
X-Line-Access: uc72b61597505h7¢69d3d44dd91f3c7c: awFR0LANzZkzNj HIMDN4DG3C=. .qLnkScHA4pVHOCDVOD+ABRYFGBY=\r\n
X-Line-Application: ANDROID\t4.8.1\tAndroid 05\t4.2.2\r\n
User-Agent: LA/I51\r\n
X-Line-Carrier: 46692,8-8\r\n
\rin
IFull request WRI: http://os-tw. Line.naver. jo/talk/n/upload.ohn]
[HTTP request 1/1]
Response in frame: 118]
MINE Multipart Media Encapsulation, Type: nultipart/form-data, Boundary: "vsdSqkk8 OGHEovOXSYKZDIMpNAGeS"
[Type: multipart/forn-data]
First boundary: --vsdSqkk8 0GHEQvoXSyKZDIMN4GES\r\n
vEncapsulated nultipart part:
Content-Disposition: forn-data; name="parans"\r\n\r\n
vData (171 bytes)
Data: 7nu7265 1736571223a22313936222¢2212616e6765223a. . 172

Size  Filename

Packetnum Hostname Content Type
| % ostw.ine.naverjp multipart/form-data 34kB upload.nhn
ostw.line.naverjp multipart/form-data 27kB upload.nhn

\n--v5dSqkk8 OGHEOVXSYKZDIMpN4GeB\r\n Help saveds || SaveAll Canc
nultipart part: (audio/mp3)

vEncapsulats

Content-Disposition: forn-data; name="Filedata"; filename="voice 19.2ac"\r\n
Content-Type: audio/mp3\rin\r\n

»Hedia Type

Last boundary: \r\n--vsdSakk8 0GHEovoXSyKZDIMpNAGeS--\r\n
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