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Abstract

With the conversion of Internet and Information technology, the smart card makes us more
convenience in daily life. For example, in bus or MRT, except coin we can use smart card that save a
lot of labor and time. The remote user and server are often using smart cards for authentication, that the
security and privacy are important issue. In 2015, Chaudhry et al. proposed that Kumari et al.’s scheme
has security weaknesses, and proposed an improved scheme.They indicate that the scheme can against
many attack. However, we find that the Chaudhry et al.’s scheme is still with security problem, such as
offline password guessing attack etc. In this paper, we will analyze that weaknesses of Chaudhry et

al.’s scheme, point out the problem, and prepare to propose a more safe scheme in the future.
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