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Abstract

Nowadays, with the popularity of computer and the rapid development of information technology,
information security has become one of the most important research issue. The use of smart cards combined with
password authentication is widely used on the Internet, such as financial cards and credit cards. Its function and
security in the application of information security research, has a considerable importance.

In 2016, Liu et al. proposed that Li et al. authentication scheme has many secure flaws, like man in the
middle attack, insider attacks, and the problem computational inefficiency. Liu et al. proposed a hew scheme to
improve security. However, in this study, we find that their scheme still has many weakness, such as man in the
middle attack, off-line password guessing attack and failure to achieve perfect forward secrecy. We also explain
the point of weaknesses and prepare to propose a more secure authentication scheme in the future.

Keywords: Smart Card, Authentication, Off-line password guessing attack, Man in the middle attack, Perfect
Forward Secrecy
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