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Farash et al.’s A lightweight anonymous authentication scheme for consumer
roaming in ubiquitous networks with provable security
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Abstract

With the Internet and communication technology change rapidly, people enable to use the roaming networks.
Users applied the account of their home networks to use the services in foreign networks. The mutual
authentication between the mobile node and the foreign network is implemented through the home network.
However, most of the authentication schemes were not guarantee the security and efficiency. In 2015, Farash et
al. showed that Shin and Wen’s scheme was unable to resist user traceability, user impersonation, known session
key attacks, etc. They proposed the improved authentication scheme. However, we indicate that Farash et al.’s
scheme also had not anonymity property and suffering the password guessing attacked, mobile user and foreign
network impersonation attack, moreover the known session key attack.Thus, we describe security problems and
reasons in detail, analyzed with the attack process. Also, propose a better authentication scheme in the future.
Keywords: mobile communication, roaming service, offline password guessing, anonymity, authentication
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