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Abstract

With the gradual advancement of electronic medical records and mature IT equipment, software and architecture,
the various medical institutions to start planning and promoting electronic medical records can significantly
enhance the efficiency of medical care. Hospital electronic medical records integration has progressed to the
hospital and the hospital gradually towards the occasion of sharing and exchange applications. When stay
anywhere and in need of medical services, you can use the phone, tablet and other mobile devices at any time to
access the complete medical records and personal health future information for physician reference diagnostic
purposes. In the electronic medical record content, which the capacity is large and a lot of bandwidth and hardware
resources are also required, so how to build an electronic medical record access architecture consists of medical
images are more important.

This paper presents a distributed electronic medical record access control architecture. Compared to centralized
access control, the distributed access architecture has high fault tolerance, and no hot spot effect. Meanwhile,
centralized services host may have too busy and the required hardware equipment and bandwidth are required very
high. Because of availability problems and likely to lead to a regional network of service interruption, or service
host or database server collapse, the centralized host sometimes temporarily interrupted service. Distributed access
architecture proposed in this paper uses an efficient quorum theory and achieves a high degree of fault tolerance.
Also, it making the switching system to be very high available. Moreover, a considerable proportion of the cache
can be stored through the proximal end of the content and the nearest access to accelerate physician reference
diagnostic needs, while also reducing bandwidth and resource consumption.

Keywords: electronic medical records, distributed systems, access control.




1. # g2 4 % EHDEHT 5 PaaS) BET & FE AT
T REEHE S LI g% T B ;;ﬁ:sw VMWare ~ Hyper-V % » izt T 5 3% 57
i RSB i"l %F’D B om BB T B #i(Open * ;&ﬁﬁﬁﬂf‘] Sl

Data)£* E £ 7 #*(Big Data) » é?r FPEFE 2 DIETIUEd e Serice
B R RAE R [ piehl B A kA R E
Wi £ LT R e R L] F R = 5 =
L+t EEdl =5 L FRPEELE A bl
#%§mmlm2&%%§¥§£iﬁﬁﬁﬁ1% e
@ FH LR 0 K Y b 2013 R PE S | XA
P’g“F%'fl%fﬁm%“.\lL%'}% ;;,@fﬁmé,‘%ﬁﬁi g%
Pl &gt
T3 ;ﬁ)ﬁ— HEFFT LKA Az _ﬁﬁ_ 1B BRE [ 2. Distributed Index Service 2 EMR Service
#HE AR L FRPRB LR LEE T R
o o2 gw oW "lﬂ“*?«?ﬁv#%ﬂ%f}%ﬁﬁéﬁﬁﬁi BR 2 BET SR E RS ¢ G
Fej it amyFpFlLrraatsi TR RS S(EMR) ~ FOR Rk st 2 2 s
I A AR AT 7 [2-4] - % 51 ¥ vx 2. % 31 JR 7% & % (Distributed Index

P FRBELS e ERIEREERE  System)

FIERBRE e IR A R A LHEY A R eE R
B2 REFRIAERE T LR LS TR 22 %318
KEGEARR A FDRFEER Tk F 57 A KT k51 Rk 2 % 51 R A & s (Index
S T2 °&%‘p5)%ﬂ‘m“rdﬁfﬁv)ﬁ'#‘ Leni B e Service System ISS) % — % Fas 42 k3t &5l
FERREB AR RNTIRNETRE B p e P ABEROAARE °-£1r}§]3“r‘r
W A zm)ﬁ'ﬁ A * 2 23 2 Quorum
%:EM e m/”\ﬁﬁg’;wxow%%rpf ¥ 1D HID | Timestampl | Timestamp2
FERRE AT T TSR
Bl 3. A 45 &5l

2. hnn

A&t A g(»\%;},;;)ﬁ,;px 1?1 Ly ' B3HEs 2 }faggggk J' B ID > * 3 Ex u}ﬁsé
AR A R U = R O L S /Q—i(rio%'}%ﬁgﬁ:

AU HID ff % kgru] 8 T3 pE

21 jisT s Hoflr el B REEFF e L FRBES

%5}‘7:,]’1}'1’%—?1“3\/51‘*51?'}‘%“57\/\—\"’L’ 3 e ‘}\}I;aﬁ’? Fg}%ﬁ&‘f#‘.\&%’f}?ﬁ/&ljoy?}’%ﬂ\ﬁl’i

@w kR F R E S Rl b saT R FRIBERE R FRE "%\F‘*F”W
1;# FCIREE A & L_pr}%‘f’%‘f#-—\&fb AP 3 i

SRR e g FRAER G 2 4 SUHET L RATR A R 4f
FEMR ssi et THIB L5 F B o e
e s KRIVAS FEAlE S ol EE

AEF G R R AT REE LR B
PREAG TS R A E G B R A
CREL P A F ﬁ?i%fﬁ’<ﬁ;%ﬁ* ok e i
BR O RED RHRGERL 5 AP

31 AN FEHERY

Aol & & - B AEE L Q-quorum 2 { ATH
s U-quorum rF,aln\JEz T+ ),%&ir%#?iﬁ%%i
i% ?‘””'T Z ’J‘A)“A ‘L#-‘%'/tﬂb—n/z "'T'% °

L #7F 2A%GY A5

Zb*f%ﬁﬁéﬁkEMRGmmmmmmmm T # 1 ¥k [6] 0 - B N-LegRing 4 3t » the
Record) i st 783K p & hf 5 2 mT o010 % Registration-set system (R-set) and Query-set system
TG ﬂﬁg A#H laaS ¥ EEFH LB (Q-set) Ak T & = 4o Auif:

FIREE XL Hnd ‘i* DA S S R-set = {{n, (n+1) mod N, (n+2) mod N,..., (n+d-
%55%*’§;Mi@@ﬁf@“%%%*ﬂ%’ 1) mod N} | 0< n < N-1}
FEFTRA FROCT AR - Q-set = {{n, (n+d) mod N, (n+2d) mod N, ...,

FEFHMPBPIRELAH#2ZFF 2T




(n+kd) mod N}/ 0< n <
1)/dl}

24 d=[VN|;ink 2 N % 5 &

% - B Rset 2 Q-set 2 ~ & &~ W HFE

R-quorum % Q—quorum °
% ¥ f’r—g E 9 TR gF

N-1, k= (N —

< [6]{R-set, Q-set}7 T~ 7|

Sl I T UARER H L R (1) Rset 2
Q-set F_J >+ set systems. (1) iz 7 — B A& R-set p
2. R-quorum 2 % iz @ - % & Q-set p 2 Q-

quorum % T kA F. o

32 A3 FH 2 &5
- BRAET R

B ATE ARG
ﬁfr @&Hn»’%

k 5
9 %’iﬁﬂ*fﬂ*ﬁ»%‘rﬁﬂ? 3l ?p":lt R R F R
KRR B KRB EERRTT fffzr?%

LATRGH* Ah 2 i I ahh 3 i s 2
oy LATE *F’z‘ NI T E s iR

Step 1. # % Timestamp 7 UPDATE 3t &4t
RN SR 51 4 ¥i(Local ISS) » ¥ ¥ #yt 2 4 fo
P g i P97 R-set SLBE L ep R-quorum g
51 % 5L(1SSs) °

Step 2: ¥ 1SS < F) { #7¢7 UPDATE U & p¥ »
ISS #-3 B » B FALRE o

R

& Pg ﬁfg\%g HLAL T

[ERES (Local)%ﬁfé‘ﬁ&

;ﬁ 3| /,%ﬁ* T REGH
PR & B ISS s # 17 A

A

i
e
3

3.3 A4t

CERE RS AR
PEAPHGE - BPFERBETEER
B FR B S AT R R G
Q-quorum e % 39 3 Gt EFE 2 0 -7
R PR B

BERBERGES T LR 5 Iﬁs%#’x

F_‘-

~

\mL "@M (-%1 k3

&

F}-

Fra
&
b omk R (Rt

P

)

i ’m:ﬁ%‘ﬁw’ﬂ\“ —,é‘)%%}‘fi
S\f’fﬁé’%ﬁ-ﬁﬂ AW pENE g Ffiﬁ.
FalfEokEF o T A ﬁﬂ’bﬂ}ii‘-’ﬂrﬁt*i f7:

Step1: 56 & # =5 71SS % 41 QUERY 2t 4
TR L e @ E A 4&:Q—set S E -‘mQ-
quorum ik =4 & 31 % 5L ISSs o

Step 2: $»]z§' QUERY = 4 p¥ - ISS fz‘:#;y,*ﬁ?,
wwulg 1D 2 Wri?\@ia Lo J‘wW 3l FF o Al
REPLY 2t 4w % & x> F B> ISS #w & NULL

#-,, 5’15»\1@/’ "’)“
u7g ID &

EA

Step 30 F A 2HISS 4 Fl AT Q quorum i
&gz 30 % % ISSs ¢ REPLY IL,E,L 18 0 Frds B3R
ﬁi}%ma‘&ﬂwﬁl B A AL ID PSS =
w78 HID £ 5 ﬁyﬁfr Tlmestamp G4 o
Step 4: #-#75 B EAT Timestamp BNzl
g AP e ISS ATEI TR HHL 0 T L
#7en Timestamp > 51@ *B&%Sg’z%ﬁ:};‘ﬁ‘éf#ﬁwﬁq
Fo 3R TRELARE > 4 AR BT

*m» 3 o *‘ai

7
L

i
F7

HE 3BT o

4, 2452 3 &

*EHHE S Fﬁ}ﬁ/’v STEAE R G E - I
(I QEEAPAR LN BUE I S L - R Ei b"’lﬁ:%_h

PR YRR R L S
FERG G RFOFHENS T RRABET
Ah- B REARCR R R e
A 3T

F L ARG AR R IRFEIE L ASITIR

#glor | HHRE WET & EEE %8
3 7R Bandwidth Availabilit Fault
Hot Hardware requirement y Toleran
effect | Requireme S ce
nts
[ FIEN % B TP PR 8 33
¢ Bt Bk
X LAY
N 2 f ¥ T 1% 58
i 9 e
B

MRS TR LA B ST
ﬁﬂ& wwwf?*ﬁ&ﬁm%ﬂmﬁﬂ*’

AIRFRA A THE PIREHIRPE > § TR
igﬁm%%ﬂﬁﬁﬁ ARG R G R
FHEH S AR B RE o A u A R
S B L M H i 4 A
4T £ 2 9751

F2 &R EER F R R

F e | PR | Fapad R
<) Symmetric Load Fault ]
Quorum Balance Toleranc Number of
Size Nodes

LN No No No No 1

LR fEE V2N No No Yes/Part | n*(n+1)/2

[5G ial

E f VN Yes Yes Yes n

Legion #

e

* i)




5. %%

A - BASE T R R %
o BEEY - BE Y N R EER
M BRFE AT T A7 R0
IR SRR AR st I AR TEA R 3
FRBOFHELS 2 REEL - B SR
AT R G EN R T ARG R TR
Z2FF IR T RS ERERZ VY B R
PRA: BT 8% BRI A BN TR PR E AR
K> FOREFLpE A APE Y BTIRAE - T b AR
GREFFWHT R AR BE AR HEIR
B3 T E g o B  EF
R e e

$4 %

[1] DIGITIMES® < % J < $n: T 5 f5f—
¥ % 2 & > % flcom voP W
http://www.digitimes.com.tw/tw/b2b/Seminar/s
hwnws_new.asp?CnlID=18&cat=99&product_i
d=051A21112&id=0000358428 9MP3II7A3V
9KF17HCA7WE#ixzz3pUctZEFw  Retrieval
day Oct. 2015.

[2] T. D. Garvey, and A. E. Evensen, “Increased
patient communication using a process
supplementing an electronic medical record,”
WMJ: Official Publication Of The State Medical

(3]

[4]

(5]

[6]

Society Of Wisconsin, vol. 114, no. 1, pp. 21-25,
2015.

J. J. Perry, J. Sutherland, C. Symington, K.
Dorland, M. Mansour, and I. G. Stiell,
“Assessment of the impact on time to complete
medical record using an electronic medical
record versus a paper record on emergency
department patients: a study,” Emergency
Medicine Journal, vol. 31, no. 12, pp. 980-985
6p, 2014.

S.-I. Lee, O.Shu-Yi, and C.Hong-Tai, “A Benefit
Analysis of the Implementation of Electronic
Medical Records (EMR) to Replace
Conventional Paper Ones-A Case Study Taken
at a Hospital Medicine Center in Southern
Taiwan,” :fﬁﬂﬁr?gm # 72, no. 2, pp. 1, 2015.

A. Hoechsmann, “Centralized electronic health
records benefit emergency medicine,” CMAJ:
Canadian Medical Association Journal, vol. 184
Issue 1, pp. 74, 2012.

M.-J Yang, Y.-M Yeh, Y.-M Chang, “ Legion
Structure  for  Quorum-Based  Location
Management in Mobile Computing,” Journal of
Information Science and Engineering, vol.20-
no.1:191-202. Sep. 2004.



http://www.digitimes.com.tw/tw/b2b/Seminar/shwnws_new.asp?CnlID=18&cat=99&product_id=051A21112&id=0000358428_9MP3II7A3V9KF17HCA7WE#ixzz3pUctZEFw
http://www.digitimes.com.tw/tw/b2b/Seminar/shwnws_new.asp?CnlID=18&cat=99&product_id=051A21112&id=0000358428_9MP3II7A3V9KF17HCA7WE#ixzz3pUctZEFw
http://www.digitimes.com.tw/tw/b2b/Seminar/shwnws_new.asp?CnlID=18&cat=99&product_id=051A21112&id=0000358428_9MP3II7A3V9KF17HCA7WE#ixzz3pUctZEFw
http://www.digitimes.com.tw/tw/b2b/Seminar/shwnws_new.asp?CnlID=18&cat=99&product_id=051A21112&id=0000358428_9MP3II7A3V9KF17HCA7WE#ixzz3pUctZEFw
http://www.digitimes.com.tw/tw/b2b/Seminar/shwnws_new.asp?CnlID=18&cat=99&product_id=051A21112&id=0000358428_9MP3II7A3V9KF17HCA7WE#ixzz3pUctZEFw
http://www.digitimes.com.tw/tw/b2b/Seminar/shwnws_new.asp?CnlID=18&cat=99&product_id=051A21112&id=0000358428_9MP3II7A3V9KF17HCA7WE#ixzz3pUctZEFw




