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Abstract

This paper is based on the "cloud based" made by the discussion, Due to the maturity of cloud virtualization
technology, The industry uses a lot of virtual technology to setup the server host. The use of virtual hosting
technology can save the cost of information infrastructure . Can be limited resources to make flexible and full
use. But now more and more types of security intrusion attacks, For the use of cloud virtualization platform also
poses a very serious threat. We are in the virtualized host,Setup host-based intrusion detection system, Can be a
physical machine (Host VM) and virtual machine (Guest VM) network behavior to do a comprehensive
detection filter. We use snapshots of virtual machine. Quickly build a high availability cluster architecture. To
avoid service interruption due to downtime. In the study, We analyzed the [huge amount] of the website traffic
behavior, Virtual environment can be easily used Web-based cluster architecture and load balancing technology,
It can be a short time to deal with a large number of connection work makes the system running smoothly.




L. 73 H# 388

TSRS PREFRP AT B B AL
IFE-BESY A ARETE #ﬂ%&ﬁ P
ek B 3 R TIRRE, B RE
A end AT R 2] A L A PRT R
BRIFTOPEL < IR Y o 2 RB RIRFH L
%NSUH%QW#ﬁE%Ei%’ﬁ'Qﬁ%W
AR NEE T BT AR S S ko
2 FTiREEIMDREFET SO fJ FR D HPOIRE
RBET AT R b LR TE BRI ) B
?%Wﬁ?% MR R E R X iR R
R ERFFF R Ry AT RS
JRAEZ T o HEBT B L A et i o

ZRFX DI PIRRTIIRBARS A
?it@fﬂﬁﬂﬁﬁ$ypﬂﬁﬂm¢?%§‘
mié v i R ensi i pde koo B Vg e
?EFAFERp G N3 Hucd o w3 A Wanna-cry
B#HF 2 afEdi PR ¢ F Nayana» FE 2
AR P BRP T LT 0 [ R R
Fo2ATAALER AP AR LIS P P

£ T P PRAR T R {?.J. i3

Z ychp e 9 2 EE L ;;-

FRNEE AL RN 1
%xj eNFE JE 0 W AL PR IR P
sk - r—]a‘kxﬂ }Hi"),@;q' ;?}r‘ }
i# ,J:gil F,ﬁ,ﬁw Fa nw%,éﬁa kKot 2
(latency)R* 3E[2] » 2% 2 &= BRIBEFF L IF
7 e

1. & > yu'rran WE > EH ’stp

*Q:IE—FE”*',?;’,I%PH’!—Q S 'ﬁ%ﬂm WE DEAG T

FPAERZRBEAF A ST R (B

FREPF - ik snenpr @] Fpt F & o0 AT

FEART AL R E TR RIZ g 22

Bk 2 A mBL

2. $"’T B ZRRBLCTHREZT S
(HA,High Availability) % #f 45 #F-45  * %3 =
PRAZV BTHE R R % % ST AR ;
Fogr A EREFTELTEMER A
iz ”’L'ri;gGVr'v"vFRﬁ“ BT o

3. RESN e iP5 FIREN BT 58
R ml?ﬁi%/‘f@"’@wiﬂ e 2
ARSI S S LTS i
o ¥ AEPEF R AIE L B (v
Bk sE i'rmga;g

Flpt R R B RSP TR
ift!rﬁ" JhE - BIMAA LETFEP
EBEH 28 TR 2 il F

%Fﬁizi( SaaS -~ laaS - PaaS)

3. < %% EdE 3¢

rEEHEIREN CHip ?')F?Hﬂ;ﬁ..‘%% VS
AR IR oE L L S BLE31EAS
J o~ &1 p] % ¥(Intrusion Detection System,IDS) >
32 &R H_ A % OSSEC 2 3% ~ &g % 5t » 3.3
&4 g AP g B #5148 F (Kernel-based
Virtual Machine>» KVM)>3.4 & 4 % (RHCS, RedHat
Cluster Sult)&% *}?. 3.5 8RR AT T cp AT
7“ ~ [F;'k - AR

31 » @Rl il Al
LA 2B o BR F A BED X
B o BAE VE B = 44 & W8 R (Packet
Filter) ~ J&* PR3% % if (Application Gateway) % 4 E&
i ht & g (Network Address Translation) » 3 & & i
P B LR PR
Bt w28 o @ ~ &Rk 5 (IDS,Intrusion
Detection System) | #_— # e % > @B & 50 4o
BB Vs B2 e BB AE Y en (T
E T Fz >p & Audit Log | ~ rﬁf‘fd—ﬁEﬁJ & M
BTN BEAHEHE BRI LR
ARk B~ BenB ¥ T 5 X 2 R Tt
B RAE L 0 5w e Rk R > o
Mohd, Zuhairi, Shadil, and Hassan (2016)#-» i& 1§
B % $L(IDS,Intrusion Detection System) % 18P 22
B8 p) eZe ’EF’_[?)]?IPL: JVRRIE= s VA~
R Pl NF A
1. Anomaly-Based ¥ ¥ HR ] N E R AT
ek AR kAR 0 B ORI R KRR
s oo i ¥ SL?LJ_ FEAOEREE > §
RBPEFEAFLE A e 450 T
PAFFFERFPNE ORI EY A RLE
PR E R E%F'“f tdhat, i
HiT AL T OAARAR 5 Y & B E 4R (False
Postive)efiiv o

2. Signature-Based it ¥ (17 & ficdg 1R
% 48 P sCF 4 fx(patterns) & 35 44 ~ B g g
Gldcfh iz B~ By ppang e ffmﬁi i
S g E AR B R AT ARR o
WO SRR PR R T e fﬁﬂifﬁﬁﬁﬁ
B4e: /bin ~ /sbin ¥ * ddg £ AR E HEH -

& 7% 1§ p)#774) & (0 Day attack) e~ |sz§ﬁ v TR
FRHRET 5 B PR T
SR ST

> v xErf"{

i RN A

1. A #3] » 2R % $t(Host-based Intrusion
Detection System,HIDS): i & ¥ 4%+ ¥ -
Ak A2~ P s (Log files) 2 #¥ et
ﬁqj[; LRSS REHFBATE ok f
R AN R Y FL 0 R R

o



BipNgwered s HIDSE & 5 25 ER 75
P EFNEL R ped AR o R H A
ST o

2. g~ 121 0p) & St (Network-based Intrusion
Detection,NIDS) : i & %ﬁfr} TR AT AR
PR AT TR 0 SRR N R
W REFATE R F i - PR
A5t KL e FFR R R E AT
&TF e

3BT k3o 1R % 3e(Application Intrusion
Detection System,APIDS): #£d & ip| &,k ket
3 P EY ATyt o ﬁf?ﬁ ﬂ"’”/@
TARE R AP RY BN FE o B4 E
Bl Web Service £2 Data Basez_ FF el 21 27 47
B enfa i oo

Nerwork Based Host Based Application Bused

analyze Operating System analyze the
event log to look for
aberrant patterns in the to look for aberrant

system pattern

analyze data
packet in real-time

application event log

Operate at
Network node

Operate at Host node

%1 IDStha i

3.2 0SSEC A #8355 » &Rk 3L
AT G * OSSEC %z % »~ & ipl k5
OSSEC(Open Source HIDS SECurity) ¥ -~ £ B i

%% J 45 (Open Source ) ez #84) ~ & i Jp] % 3‘*»[6] °

#30 P AT S kKB s rook-kit #& iR o 1T 5
- # HIDS » OSSEC % # - & § % ¥ #¢7 Linux
k2P oo 5 SA g4 %1 OSSEC i
Agent » PR 1045 % Clinet #3/Server f;% % i&
7 o Clinet =45 i % = = Agent 425 #- % s
p 3% w $] OSSEC Server #5:& {7 4 47 o

OSSEC £k B 4 e 4 L i (7 e Ba 44 & 1 4
BE L A R EBAT R Sk P sk
€% AR L L o BT AR TR B T
ALAR 5 pEo AL S R
A USTI P ) U ch e o R g R R o
NEF RS P e A R RETEXE
Bengd P EF TS LA B R TP
EHE 0 LB R %’ At fzgri B Ed
Tirumala(2015)F 3 @ » #4525 B3R 4048 0
TRk Aga T H P ARIRA L 2K
OSSEC Agent - % R 58 R 3 ervvgic » ¥ &7 4p
¥ ARR hiRkay 4] o

ﬂ%i&ﬁﬂé‘liff#ﬁ%ﬁ%?‘»i%iio

log securi ity
events alerts.log
[ >
|————  encryptedlogs
~ UDPport 1514 all -4 hvar alerts/alerts o

A
decode logs “
generate alerts //

& &

OSSEC - — Notifications
Agents —_—— Q
= ossec Q.
0= Server  \\
N

\
H \
g5 |
Y encrypted iogs ]
. UDP port 1514
>

splunk >

1 OSSEC System Architecture

3.3 KVM(Kernel-base Virual Machine)

( Kernel-based Virtual Machine, KVM ) £ ™ 4% 3
PG R E o ¥ - 48 & Linux Kernel # e 1
AP FEP O B M Linux kS S
Hypervisor e KVM & 2007 # 2 % # % » Linux
2.6.20 2= ® cKVM 7 & # Intel VT & AMD-V
i ehx86 T 5 FiFEiT o KVM B d Red Hat Az
7 B4 > ¥ CentOS/Fedora/RHEL ¥ Red Hat % 7|
gt FRZEY hF 0 Kourai & 4 A 2016 # 7 3
¢ 5 3 A A Linux KVM 1} i@ * s & 47 0 3P
KVM &7 [ ¢ ¥ ¥ r»aHE P EBEDLE S &

(8] -
Host Contorller
Guest OS 1 Guest OS 2
QEMU
VM Hardware VM Hardware
Linux Kernel Jdev/kvm

Hypervisor / Virtual Machine Monitor

Hardware
Processor | Memory | | 1/0 |
( Intel-VT /AMD-V )
B2 KVM %1
KVM 28 4 (4c B 2 )70 7 & A 2 8 BRas

¢ 7R A E L ik el 8 R 4o Input/Ouput
A R E ® CPU 12 s R¥E % om ‘?ﬂﬁ]
(Hardware Layer) ~ i& {7 o jm $218 B + enit ¥ % &4
2t #2580 E 2 K (Guest Layer) SR fF AR
HHWE FTRE2ART RS @ﬁ&%%m
Hypervisor/VMM & o d KVM %2 & CPU & #
B #E 1Y B A3 7 0 @ Hypervisorr/ VMM § §
HENTT RRB RO LRT RA > KVM 038 (7
% F e QEMU & 44T IR B 0 2 ¥ I 4R 48
oo B QEMU eI RIRB TS 0 € P #/dev
BRTiE- 45 KVM g 4> QEMU ¢ #-5 i
Guest OS 15 3 75 % o o B 5| e KVM § BAg s i
R ER %El“ il 7 P& Guest OS ALY
RN R VES E T



3.4 RHCS, RedHat Cluster Suit F &

RHCS (RedHat Cluster Suit)®_Redhat = 7 &
Linux $ 53 7 % £ 8 5 i chig s 2[13][14] -
%gs' iy % HBh4 pr A 2RI T KRR # Y
SREHBAY - BEESRFT Y HOEERER
FEAIRGG- ¥ 37 e B 3BTRS
TG PR ) B AT K
ErpaFFiar g FLi- BEgeasy
- BEELTPRIE BT M E iy —%‘ » T %
¢ %4 & 8.4 st o Red Hat Cluster Suite 536 " %
¥ * {#pRi% ¢ 72 | (High-availability Service
Management) =~ i » FEF T F i § oo

RHCS %% LVS (Linux Virtual Server ) % #%
% f §4-F 74 # (Load Balance Cluster)4=(%#] 3) -
LVS & B xR 4n/g ~ # i 38 3 [P enf ?-—1 fir
P LVS d f AR BRI N &g S
B LVS e ARG 0 T LB SR
$ocs e il b BRI E B | T R R AR
BRI N T 1\ EI S BEE G R T
e e  t )
EAEE IR ;m'ﬁrﬁjwﬁg if 3R] T35 B AL

Ris -3 pstm Hi g g ae e HEE 4o
Clinet s k3> £ 7 ¢ L L P A FLT B &2
7.‘:§co

Red Hat Cluster Suite
RHCS

B] 3 RHCS Architecture

35 M=y —;rfe
3.5.1 VMM-IDS
FiHE 8 (2016) Linux 2 § 5~ & p I 5 08
Tetsdlehm & f T2 g ¥ 3k ) PR fopien

LB ST S P
£ > Eo3 ey 202 Lo~ iRk i (IDS) >

7 - fﬁ‘.ﬁ‘ﬁ’é—k Rk AL e ke E 5’5‘.{%
Bopl2 w i E A RDT 2o BT R %
—'—% v 7§?—|— 1]’53 IFm, e ll”ﬁ LES lé/?Jp [
57 F21] -

A E(2014) t A Frrc B Rz R £ 5 i
OB RS R P A A It R 2 R & 5N
Rk s #ep 5\$“ WHEF A~ R kR
roFd AE%EET J , ,,<. ST R Sost B et
Rliv 4 R F M

”.“_“l

tteag W RIA 4 ke BE

Hgh| L Fent 2 B a0 Rl AT Y
SR A ik r[22] o

Mahajan and Peddoju (2017) 2 BB
Openstack 5 2. T » W EIL* 7 ¥ ot iniz
N EZHBREZ T DR T T IR
F PG R T B R L SR R
7; »}; % e 30 % IDS » ZRR] A S B ot iRl

#%4"‘ B e U R
OSSEC TR Y G HERE[S] .

Wang, Z £ Zhu, Y(2017)4 44 2 =8 PRF% 5t ug 5
Pl f AR RITE o T BB
(IDS) HW 2P E AR EIATLE D 1
A= PN RT: 3 B mHIDS Rl AR R B s EL_
BT R e 2 #5% OSSECIDS B 2 # #w ik
B 3L > #7020 is H P& 3 OSSEC Agent m%}&"? )
BRI A LT R gt A R e [23] o

3.5.2 VMM-based Cluster

S e (2015) mF F ¢ o Fe didefe G opR g B
HPRFOE A o PIREEE (Server
Cluster) k% Ep 7 IRIZ &8 I RGFEH >~ ]
#ok-i * LVS f T =% (Load Balancer):%
F T E B FIRE (Web Cluster), it 53 f »ad s
T i * Fore Nehfeh K TRt TR AT
T3 R PIRE ki BIRGE[19] o

Alagic, D., & Arbanas(2016) & Z = %k 35 787 7
PRk R AR kAR R o de P F IR B P
GRT R MR B fﬁ_ “73} 51 Storage Cluster
#& Web Cluster > & ﬁ;#ﬁzi’ﬁ LR VI A C R LN N o]
5 AR B % HE9)

BE QO AT R E Y TS LT
SRR R S LR RS S
Bedrd > 538 @ % 2 400F 8 % (Floyd-Warshall) B~ 18
B E P AT RIS B R EEE e B T AT
FESAREBE OGRS RSB
A i PRI AL @**%aﬁ*ﬁfiw
HEEP PR LR B ARG TN E 2R
B IR EER Y R T HFES BE S
3PN A F et B [20]

3S3RANFTRLPTPRELPTFRYE

# I 40(2004) f_ﬁ i EpE R e
ﬁﬁ%i%aﬁ&?@m%ﬁﬁzﬁéﬁiﬁﬁ
ko P R EIRIEA L F S A E-
o PR iﬁé&v:}i BPRTR E B % fﬁﬁubﬁ%rj e pE
B Behie | PIRERMRGE ¥ b & ki
v, BpEL T ﬁﬁfrv& F’%;f\—rrml;‘mﬂ?ﬁ *PRFE
: ;%{\ﬁdrl FEos Fgmh B It s RRE S 3R
%’4%% ¥ f'F;%[lé] °



4. B3

4,1 = 3 dninde

HARRAY S e AR e R F R H

HEZARBE ¥ RRFTR e B R TR 5N § KVM
& 3 A b 7 ke (Kernel-based Virtual Machine) ¢
FFERAP A REAPTIRT ELE Y g
1 > % % RHCS (RedHat Cluster Suit) * 12:= %
Linux 0% ¥ * {4 (High Availability) * § §*- =
(Load Balancing ) 8 3 Web T 5 o & ¥ 22k
OSSEC 2 #3] » & ip] & 4> E gt T
SE#A #(GuestOS) » ME B T G AR

I

BEIME A FEIRBORE] PIRB TP

A (T4 OSSSEC & m 4t it T H B B & o
sz Moo TR R A E G FHRE NP KR

s M BT A i ar L *é;ﬁ(-&r:%] 1)-
)
/51@% i e \
®IDS
® OSSEC/HIDS
® Linux KVM
®RHCS
® Scale In/Out
K /Auto Scaling j
( N
ZiE
KVM +HIDS+RHCS
N\ ¢ )
[ =7 1»}1* )
[ KR el ]
\ 4
[ VS |
[ muew
Bl 4 =3 iz
4.2 VMM-IDS
VMM-IDS #_¢ ¥ m 2 18 B F R B /1R &
?'Fm‘ﬁ’\m?‘b\lﬁ/? ‘/u’?é 7 Linux

Kernel % %t b 0P ihesrfh i 7 17 5 e 45 891
3 5d l*——*l‘ o PIRE Jblv’ﬁl\ﬂg{‘ﬁ};*ﬁ%%‘\‘
F RSk SRR T n@ﬁ?—‘] Lt iRl FR A 5
g VMM-IDS 4F#  e 7 firl > Tk 5t 59

FEASE mERPE DL 2 o

4.2 .1 VMM-HIDS Architecture

AT ¢ A P #-OSSEC HIDS % # 4 - 24
T praLinux A2 o F A s Sl
7 OSSEC &1 Agent » fo i 21 gk F 367 103
* Clinet /Server #i-5% % i& 7 (4c B 5) > Clinet 3 i%
WX ke Agent #25 ¥k Buis$ p 2a(Log Files)
% w 3] OSSEC Server #4:i& (74 47 o ¥ f— ~ 3 %
PGB R FT AP O R AR
AR e FIAES BB A EER S
BV T Rl ens AR % EmET A o
P B Bt o~ im0 0p] k SLenilEl o

Host

Ethernet
Bridge ’
Clinet -
linet
ignj!
NIC Driver Virtual Interrupts

Linux Kernel

Server

Pakket Intefrupts

Hardware]

Bl 5 WMM-HIDS Server/Client Architecture

4.2 .2 VMM-HIDS OSSEC # it 3@

OSSEC ¥ i pla 5 AGEMOE /T
% { (File Integnty checking) ~ 4 j F #t3 $en
A EHABYaLAP mihE (Log
Monitoring ) ~ ¥ #72 # F & 23k 4% (Rootkit
detection) &7~ EehiT L > AFREFE &
AR (RN R =i AR TR F R 1e

(Active response ) °

EE LY LR T
% 1

File Integrity
checking

Log Monitoring Fiad ko R ER

Rootkit detection | i B[R & seeh & & 508/ 15

Active response FREFEEETAIHNGFA
iz

M s LB B

% 20SSEC = + # i
OSSEC Agent =& {F2.p
1. (Syschenkd) : %3 & sefe B ¥k A e & ch 512
WA T AER LT IE o
2. (Rootcheckd) :# iR ¥ st chirootkit & 447 p tE 4




Vfex Bl ailE o

3. (Logcollector): k sep ki & % -

4. Agent ¥z kenT P[F M > FiE T OSSEC
Server # iér(Remoted)4& T » £ i& » & 47 2 3]
& (analysisd) ° Server 4 ¥ i% 18 (monitod)%E fF &
i Client Angent ehiE & & % -

Logcollector

Syscheckd 9

Rootcheckd

B8] 6 Agent function

4.2.3 OSSEC Wazuh s ELK £ 7% &

??59§%ﬁ$%0$ﬂmgm@v%?
FF S PP ER KF T o OSSEC ¥ ¥ ¢
% 5% Wazuh 2 ¢ > Piazza, M (2016)4* ¥+ ELK % ¢
4 T el 7 [7] » ELK(Elasticsearch, Logstash,
Kibana) p 38§ T - 7 i i Kibana chg 4 & >
#-¢ IJE OSSEC agent 7 #5 % ¥oik (735 BLdF Ry »
e 3 £ (PCI-DSS) =kl * 425 his s 4o -
E AT 2 A AT AL @ w 1] OSSEC PR
®:4 b o Logstash i (7 p zhejc f - il i OSSEC
e ElasticSearch eh3 #L30&F A 47 & oo i@ * FHw
& * Kibana Web AL i crdf (T4 o £ (7 F £ 4 47
P14 p ko Kibana % B B4 &6 0 3%
i ’%‘ Rl b TR Y > TR ks I E
FeavEdke - SR H B AREFE Y
g ERRPR S e

@%ﬁ = |
@ \

Logs OSSEC Server Alert & Syslog

OSSEC Agents
‘ Queries
Kibana <;> ElasticSearch
Log Results
Web Browser

B®] 7 Wazuh ELK Architecture

4.3 VMM-Web Based Cluster

FBRTA A - S RPRBAE EE L SR
PREH L R ORI g 8 T L FE
BhA SCHRAL e A P AR RIS 2
Bk SANG f- X 24 ) PER BT > Aok %
PHSTF A CBHG v AL CERAF
B h BT ORR B o HBd B kA o mifeh
By R g il A A R % o TR
T E R kAl BRI %
A AR Y ETIRAR o
431 £ 4%

Cluster # 1 3 [10]ehpe s £45 5 5 2%
B R RN B TR E - L R PR IR
B PSRRI MEAE S MRS PIRES Y A2
FEEPER 0 FE RIRIRENE ¥ % [(HA, High
Availability)dp # o & e PRARe0 S S A48 FH A4
€& AR R AR50 2 W TR P 3k B IR &
EREEES S R R LN S ST
#PRF% 5 d (Load Balance)ii 1 v~ st d H ¢ —
oA M BIRTE 0 37 A8 FlRo R R BRI
Failover P& (Gldric e MR iB) ¥ - 514 ¢
B P4 2% 0 83 7 PRI4(Active/Standby) 0 E B o
T (7 ¥ € 151 HeartBeat 4p 37 X AL AT #8,1¢ i&
BB AP A &g (Node) hALes F B 2
ﬁ‘{; °

BRI L BHRARE R GG PRI
FRING G b g ma ) R g
FER IR chk BT 5 FIAR e TR R R IR
a2 BHEEH P R PRAF B 17
G4 FAEA R - RS o
4.3.2 Web based Cluster /i &

Alagic 2 Arbanas, K (2016) 7. Web Based
Cluser 773 ® [9] > #-% 2 % F IR E 22 Cluster
EBIWEL - UBRE- B BT L
F on B ek pRAE 0§ Web Cluster Group 7 Load
Balancer #4237 & i@ * —‘Fﬁ‘ s R KRG RPF i
Bk & R PRIE § A A KT 0 2 Web Farm 0¥ #
AR REgTe FlP T G R OEPoS o F
SHY G RT PIRB&E S RAREIRE £F 4
AL FETORIRE kR F ks
PRIH(4o R 8) °

4 v
//Web server 1"

__Request__ ’/ 3 G
ﬁglp;gmwﬂggb‘_m@ = — ‘
e

. protocal ) e S Web server 2 J
End User R . =

(Web Client) Load Balancer

N\ o = Web content
- (static or dynamic)
H
{{
Web servern

] 8 Web base Cluster Architecture

P& ehLinux 3 (7R A& ARG i F
¥ % # B (HA, High Availability Cluster) ~ ¢ > 1 &



BT LBt % > 6)4nSUSE #ri¢ ¥ o
(High Availability Clustering ) 22 ( Geo Clustering )
¥ Redhat #7* e RHCS(RedHat Cluster Suit)#¢ * 1>
A# 2 1 * ihlinux 5% & i Redhat £ CentOS -
o 2 iE % 11 Redhat 79 RHCS(RedHat Cluster

% 4oipRaE 2(2003) [11]%2 Suntae, H, & Naksoo, J.
(2002) [12] -

4 4% A RESTS

PhARRE RS AR TR - R Ra
P RRERFI - B2 7 3 p @My
sh2 (5 FPE L Ak - A T IR R [17] 0 B4
HFBE M EGo 9) > $120 RESLE R
HiE kR - SARRTHAEIL G # T 40(2004) 8
TP RA[6] T ok en ¥ TE B,
gl T e, A RURIER S (T R
R AIL < B M i, @k aE (T
ehgo
B AE

WYEA EE - EEEANIA RE

o

e

12H28H R E1ORREHBIEH
7350 O Y BB B R
U B S 600 M BY P =

wER - B s

° pEi

6,000,000

7T 1,300 5 i 5 4 8 1938 T v
124 SR RTIRAER -

3,000,000

FF1200

FO %k 2 3 RESHAT

LF12:00

ER PRy B R R G T
f 6353 15 4] (auto-scaling mechanism) » § 7}
PIRE ] PEE 0§ p B PR B %A
FpHELERF 27K f;;?pp,g@ﬁgm;;aﬁ_ﬁ“
B RMEIFEY RS RIRE S LT R
¥R IE A ko BHE PR AT 5§ EC2
M Azure ~ Google 12 2 H v MR T ahfE il %

?{K? TR T e

4.4.1 Scale-Up / Scale-In /Auto Scaling

VLAt PP B kA R SRR
% ¥t Scale-up LA 0 R4 R AT { %frﬁm
ERTY: 8 E I R S RS TR O I T
CERBS GRS SRR S S o
= T e B diedy o L vk FIRFR AP 7 & Cloud
2wkl cpE o B R B
AT - S AL BRARL L
EIRBPRB By 0 T IRIEDT7 § ¢ E[15] o

Scale In

O+0+0)]
0-0-9

Bl 10 Scale Up / Scale In /Scale Out

Scale Out

BB %4 scaleup EixF Lo it A
€ 34 7] scale down eriz BI % o B F; % SRR E
A AT RT R LEOAPA §3 Y BT
A AT R R R B s T d AR P
PR MPE LAt B ELEE 0 R &
22 Suitability T & 5 P H R T HM TR
AT ERREARAHNT Rod SR L A
Hbeod 2581 TRl B i (do Bl 11) e #i;
F 5 kAT R A PE R e IR E L S A R
PR B2 B £ R Al 5 % 420 scale down

S |
- 3R

4

FA TRy
COST _8ystem Resources
y 4
//4 .
///
I
2] [ [V
:/ 7 Resources idle
Time (Year)
Bl 11 Gegs s 2 A& TR ¥
Scale In
Process
Scale UP [ ] Scale out
COST
Time

Bl 12 Cloud Platform On-Demand



B2 Y RE S BGcB 12) Vs S
enig * Scale Up/Scale Down & &_Scale In/Scale
Out’ 2FFen i PR » B L8 & ¢
JFEAFTARAMARET R - 2oy 1
On-Demand Self-Service » & i * 2 f k0 p (7@
*REEEN & 2 S RFE o On-Demand F4d 5 @ *
SUFRA A S fET I KITS A
SRR FERpCRFTEU- BRSOFOFTRFE
LA

1T Amazon Z ##8 % (0i@ (TELP Auto-
Scaling:

ELB Owner
/ 1AM User

Client P
A\,
.
HTTP/HTTPS e
TCP/SSL s
1 7
cwwawmn‘ %’
HTTP/HTTPS HTTP/HTTPS AWS

TCP/SSL Elastic Load TCP/SSL

Management

Balancer s snie

AWS DNS

Instances Instances .

Route 53 Zone
Apex

Region H
Auto Scaling 9 . (optional)

AWS Cloud

—- ELB Operations / Settings Requests / Traffic

B 13 Auto-scaling ¥? ELB(Elastic Load Balancer )

AWS(Amazon Web Service) Auto Scaling /7 32

(Amazon) [18] :

(= )AWS 41 * Cloudwatch i ;p] Elastic Load
Balance #5¢ T ¢F - SRR PR (L
5 CPU &z (ot ~ it f 052 )~

(= )(scale-In)4r % 5 |+ 42 & 42 36 54 P 3k 2eh b T
TP AARER Uk B B ""Pfi“f[ftﬁ #
fobi- SESE B R SR E S | B
% 3| Load Balance ™ # {7 PR -

(= )(scale-out)4r % %4> F2 B M3 P K e T s
TP AR ek B R ""}%ﬁfbrﬁg 7
BFBE S LEE TR

(z )% ELB «n# & %3 % 7 > Route 53 7§ § e
1 %% DNS ehfge 1 1% -

AF P APy &L 47 Scale-in &2
Auto-Scaling & E 8§ #4477\ ARIL P s 3 F o
I 7 f% webserver E B H R BT R

PRAN g 2 RESR -7 - B2
2 i1 * Linux OpenSource 7 RHCS 7 i® > i£ §
% ¥ * 4 E B (HA, High-availability Cluster )i * >
TR BB K o

9]

2L
5

-%;\?

FPHEFFFIPIRERT OREF LR

o2 HMIRIAHIM AL E KT HARLEA
AL B R R e A
ZEHEF 2RO G FRET RO RT F g
plREEaf G 2oRGE ST OTARAAER -

AR PF LR O REL) FERFTF 2D
PlpFo-B TS A  HETEE R, KR
FH~ 2B TP Pk ko

¥ 2 gk

[1] NIST, The NIST Cloud Computing Project (2017
#9171 23p) B~p
https://csrc.nist.gov/CSRC/media/Events/Cyber-M
aryland-Summit-(2010)/documents/posters/cloud-c
omputing.pdf

[2]4F &l4% (2017DIT,s 3 > B~ p
http://newsletter.ascc.sinica.edu.tw/news/read_new
s.php?nid=2385

[3]Mohd, R. Z. A., Zuhairi, M. F,, Shadil, A. Z. A., &
Hassan, D. (2016). Anomaly-based NIDS: A review
of machine learning methods on malware detection.
Paper presented at the 2016 International
Conference on Information and Communication
Technology (ICICTM)

[4]Tirumala, S. S., Sathu, H., & Sarrafzadeh, A.
(2015, 12-15 July 2015). Free and open source
intrusion detection systems: A study. Paper
presented at the 2015

[5]Mahajan, V., & Peddoju, S. K. (2017). Deployment
of Intrusion Detection System in Cloud: A
Performance-Based Study. Paper presented at the
2017 IEEE Trustcom/BigDataSE/ICESS

[6] OSSEC E4d https://ossec.github.io/

[7]Piazza, M., Fernandes, J., Anderson, J., & Olmsted,
A. (2016). Cloud payment processing without
ritualistic sacrifices reducing PCI-DSS risk surface
with thin clients. Paper presented at the 2016
International Conference on Information Society
(i-Society)

[8]Kourai, K., & Nakamura, K. (2014). Efficient VM
Introspection in KVM and Performance
Comparison with Xen. Paper presented at the 2014
IEEE 20th Pacific Rim International Symposium
on Dependable Computing.

[9]Alagic, D., & Arbanas, K. (2016, 2016). Analysis
and comparison of algorithms in advanced web
clusters solutions. Paper presented at the 2016 39th
International Convention on Information and
Communication Technology, Electronics and
Microelectronics (MIPRO).

[10]B] 2 /% B3 B0 2 Foubed o
E B BTS2 R -2017T# 9% 23 p 5 B
http://www.cc.ntu.edu.tw/chinese/epaper/0015/201
01220 _1505.htm

[11]mezE 2 (2003) c PPREE & & seen o » fpgle
A GG ) M P L e

[12] Suntae, H., & Naksoo, J. (2002, 17-20 Dec.
2002). Dynamic scheduling of Web server cluster.



Paper presented at the Ninth International
Conference on Parallel and Distributed Systems,
2002. Proceedings.

[13]% #f & > f247 RHCS % 7 * F HA 2 § {43947
BEIBa M2 >2017T# 97 23p > Bp
https://read01. con/ANBNR3. html

[14] Redhat Linux F % > Red Hat Cluster Suite %#
2017 9% 23 p > Bp
https://access.redhat.com/documentation/zh-TW/R
ed Hat Enterprise_Linux/5/html/Cluste,r_Suite O
verview/ch.gfscs.cluster-overview-CSO.html

[15]Programming4.,Scale-up vs. scale-out storage,
2017 & 10 * 07 p B¢
http://programming4programming4.us/enterprise/1
8762.aspx

[16]7# X & (2004) » Rk F K2 7 FIRE L
PEEEE e (RL) > AR F o o B o

[171Thome F 4 [ % 458 REHEL] F i 4
PR 2017 & 9% 24 pBep
http://www.ithome.com.tw/news/9453 1

[18]Amanzon F 4 ,What is Amanzon Autoscaling,
2017 # 9% 23 p > Bp >
dhttp://docs.aws.amazon.com/zh_cn/autoscaling/la
test/userguide/WhatIsAutoScaling. html

[19]£ fofe (2015) » 2 42 F Kp 7 A e TCP #-
@B} ek BT A B PIRESRPEF it
FALR:ZFEs RS F 0 s ifho

(201 4 B (2014)- &% hTRs ¥ FHRET 4
ey (L) ~EXF > B

[21]pF5 B (2016) ° Linux 4% < £ & » &1 ik 5L
FRBHam gy a8 iv- () Mz Fa F%
B N RS A

[22]%% = (2014) o 44T A FosT F iz R & 54 »
EHR AR c(FAL) R A F AR .

[23] Wang, Z., & Zhu, Y. (2017). A centralized HIDS

framework for private cloud. Paper presented at the
2017 18th IEEE/ACIS International Conference on
Software Engineering, Artificial Intelligence,
Networking and Parallel/Distributed Computing
(SNPD).






