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The Security Vulnerability of Gope and Hwang’s Healthcare Authentication
Scheme Using BSN
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Abstract

The Internet of Things sustain lots of information from the Internet and the communication industry. On 10T,
each entity including human, animal, or even a material can be found using RFID technology. As an Internet of
Things, Body Sensor Network have received larger attention in recent years. It uses small power supply and
lightweight wireless sensor node to monitor a patient’s situation. However, patients’ privacy is important, we
should consider about the security problems while using this technology. In 2016, Gope and Hwang proposed an
authentication scheme in loT-Based healthcare system, which uses Body Sensor Network, to accomplish the
main secure requirements, including data privacy, data integrity, data freshness, authentication, anonymity, and
secure localization. Hereafter, we figure out the authentication scheme that Gope and Hwang proposed, and find
that it can’t avoid from Interruption of Service (10S). Then, we give an example to illustrate how the Gope and
Hwang protocol is vulnerable when the LPU and the server lose their synchronization.
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