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Abstract

Cloud computing is becoming innovative service
model in the world because of high performance of
computing and high capacity of storage. However,
the security problems are the concern of using cloud
computing for enterprise and have become an
important issue. Data encryption is a popular method
for protection of cloud data. However, the process of
data encryption and decryption will consume a lot of
system resources which may affect the performance
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of system service. In this paper, we propose a data
protection architecture to balance the performance of
system service and protection of data security in
cloud environment. In the proposed architecture, the
data of enterprise is first classified into high sensitive,
low sensitive and unclassified data using a designed
privacy protection algorithm. The high-sensitive and
low-sensitive are then encrypted using different
encryption method and stored in the private cloud and
public cloud and leave the unclassified data
unencrypted. We also use DoDAF to describe the
details of the proposed architecture.
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